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BlackBerry Workspaces
Supporting Export Control compliance through easy-to-use,
secure file collaboration

BlackBerry® Workspaces lets you collaborate securely, with all the features you expect from an advanced enterprise file share and
mobility solution. Enhanced security measures make BlackBerry Workspaces the leading EFSS solution for compliance with Export
Control regulations. Organizations that are regulated by the International Traffic in Arms Regulations (ITAR) and Export Administration
Regulations (EAR) benefit from these secure features, including user activity tracking, file-level access controls, and visual augmentations
of documents.

Share files securely, inside and outside your organization, on any device
BlackBerry Workspaces users can create collaborative workspaces and securely share and work together on files with internal and
external users. Users can easily access, edit, share and control files from any mobile or desktop device without sacrificing document
security.
Secure file sharing is a foundation of ITAR and EAR compliance. In order to prevent unauthorized foreign persons from
accessing sensitive technical data, organizations must make sure that files are always secure and under control. This
becomes difficult when collaborating across the supply chain – but BlackBerry Workspaces offers the necessary security
for cross-company collaboration without hassle.

Security and access control at the file level
Workspaces provides file-level security. The 256-bit file encryption and access controls ensure that only authorized users can access
your files – even after they leave your network. Workspaces embeds Digital Rights Management (DRM) protection into files, which
means that you can control whether users are able to save, edit, copy or print the files. Security at the file level not only travels with the
file wherever it goes, it provides an extra layer of protection from security threats. Even if an intruder gains access to your file system,
a file is mistakenly shared with the wrong person or a laptop containing sensitive files is lost or stolen, files protected by Workspaces
are still secure.
If a file is shared to an unauthorized foreign person, the BlackBerry Workspaces administrator can instantly turn off
access to the file. This protects your organization from violating the export license rules at a granular level.
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Track all file activities
All file activities are logged to the Workspaces system, even after a file is downloaded or shared on an external server. You know WHO,
did WHAT, WHEN they did it, WHAT DEVICE they used and WHERE they were. Compliance auditors can easily see a real-time log of
all user activity – without being granted clearance to the file content.
The BlackBerry Workspaces audit trail ensures that there will never be a question about who has seen or changed a
document. Governmental inspectors can easily confirm Export Control compliance by auditing the list of users accessing
files, without viewing proprietary information.

Visually augment documents for enhanced security
Workspaces can splash a watermark of the user’s name on sensitive documents to prevent unauthorized sharing by personnel, clients,
or partners. The spotlight blurs a document except where a cursor is hovering – a secure solution for presenting sensitive documents
when there is concern about unauthorized photography.

Deter screenshots and leaks of sensitive content from in-person presentations and screen shares. Visual augmentations
are just one more layer of security that safeguard against unlicensed data sharing.

Maintain your existing file system or migrate files to Workspaces
BlackBerry Workspaces offers a flexible model that fits your environment. Choose between migrating all files to the cloud, maintaining
on-premises file systems, or a hybrid solution. The Workspaces enhanced security will follow files wherever they go, regardless of the
deployment solution you choose.
Don’t sacrifice ease-of-use for security: Workspaces can be adjusted to fit your organization. While Export Control compliance
can limit the scope of file sharing, it doesn’t have to negatively impact productivity and collaboration.
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